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Liverpool is the top team, and Blink182 are the top band… at least, 
according to the most used passwords in the UK. How unique are you?

In 2019, the UK’s National Cyber Security Centre (NCSC) published the 
results of their first ‘cyber survey’ into the most common passwords 
used by people in the UK. Do you use one of the most common pass-
words? Check Figure 1 on your right.

The Judge’s decision?  The highest amount ever awarded by an
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SELECT ING A  SECURE PASSWORD

If you’re using a password on this list, and a hacker tries to access your 
accounts, then it will likely take them less than a fraction of a second 
to crack it. The NCSC’s analysis revealed 23.2 million victim accounts 
worldwide had used 123456 as password.

When choosing a password, it pays to be impersonal. Look around you 
and choose three random objects in your vicinity. That’s already a good 
start! When you need a new password, be sure to look in a different 
vicinity, so they don’t end up being predictable. Avoiding personal 
connections to your passwords is important. There is a huge amount 
of data points on every one of us online, whether self-published in so-
cial media, or because of the compromise of an online service we may 
have used. How many of us have used our pet’s name as a password 
and have also posted our pet’s name on social media? 

This table2 shows how quickly a computer can break your password:

Ideally choose a complex, but memorable, password comprised of:
a. at least three random words
b. at least one capital letter
c. at least one special character, and a space

 for example: Simple! #password Complexity 123”

We advise that unique passwords are used for every distinct online ac-
count, and that multi-factor authentication3 is used wherever possible. 
Consider changing your passwords for more sensitive accounts, such 
as banking, on at least an annual basis.

We recommend the use of a password management facility, such as 
BitWarden.4 This can help you compartmentalise your accounts, from 
the least sensitive to the most sensitive, and helps ensure you use 
unique passwords for every account. Good password managers can 
help you generate unique, secure passwords that can be configured to 
match the minimum complexity requirements of the service you want 
to use the password with. You can also store all sorts of useful informa-
tion in them too. Think of them as an online safe.

There are of course instances of password managers being compro-
mised too. Nevertheless, the balance of security still favours their use 
– it’s better than keeping them in a ‘note’ on your phone, which is 
easily lost. It is therefore particularly important to ensure your ‘master’ 
password for these services is especially complex. If you’re using a 
password manager, this will become the only password you need to 

SHOULD I  USE  A  PASSWORD MANAGER?

1ww.ncsc.gov.uk/news/most-hacked-
passwords-revealed-as-uk-cyber-sur-
vey-exposes-gaps-in-online-security

2www.statista.com/chart/26298/time-
it-would-take-a-computer-to-crack-a-
password

3www.ncsc.gov.uk/guidance/multi-fac-
tor-authentication-online-services

4 www.bitwarden.com
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routinely remember.

We strongly recommend that any ‘master’ passwords are filed with 
your legal representatives in case they are lost or forgotten.

You may wish to give some consideration to exceptionally secure facil-
ities, such as ‘crypto wallets’ that store your digital currency and similar 
assets. What happens to those assets if you are incapacitated or die?

Cryptocurrency is considered property, in that it can be owned, gift-
ed and / or inherited. This sounds simple enough; however, ‘Crypto 
wallets’ are very secure, so much so that there is no way to restore a 
‘crypto’ password.

In order for property to be ‘vested’ with a deceased’s Personal Rep-
resentatives (‘PRs’), it needs to be ‘identified’ and ‘accessed’. Crypto 
assets present a difficulty in this area as, if passwords and other security 
keys are not recorded anywhere accessible (but still secure), the crypto 
currency can effectively become ‘lost’.

Therefore, we strongly recommend that details of your cryptocurrency 
portfolio (including any ‘crypto’ passwords) are provided to your legal 
representative when you make a Will. We advise that you firstly name, 
in your Will, a beneficiary whom you would like to inherit your ‘crypto 
assets’ and set out (in a separate document) detailed instructions 
including: 

1) A list of all your crypto assets

2) How they are to be located; and 

3) Your passwords (including any two-factor authentication details).  

It is vital, however, that you do not provide in your Will specific 
security details relating to your crypto assets (or any other online ac-
count for that matter) as, when you pass away, your Will becomes a 
public document. 

X Cyber Group (XCyber®) solves problems with state-grade intelli-
gence expertise, across the core themes of trust, safety, and secu-
rity. Their specialist intelligence and advisory services are designed 
to protect you, your data, your brand, and your reputation from the 
myriad of challenges the digital domain presents.

Vardags’ is a top UK law firm offering blue-chip legal services to the 
high-net-worth and global elite. Their Reputation and Privacy depart-
ment is headed by Alexandra McCready, who is widely respected 
for her industry-leading expertise in this area. The Vardags’ team act 
both nationally and internationally for established, ultra-high-net-
worth clientele and corporates on the full gambit of reputation and 
privacy issues, which includes specialist expertise in dealing with on-
line threats, digital security audits and the removal of content from 
websites, blog sites and other social media.
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